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Overview
  
The CompTIA Cybersecurity Analyst (CySA+) training course will prepare you to successfully achieve this in-

demand certification with hands-on, scenario-based training so you'll be ready to meet advanced persistent
threats (APTs) head-on.

What You Will Learn? Course Key Features
  

Assess and respond to security threats and operate a
systems and network security analysis platform.

Collect and use cybersecurity intelligence and threat
data.

Identify modern cybersecurity threat actors' types
and tactics, techniques and procedures.

Analyze data collected from security and event logs,
and network packet captures.

Respond to and investigate cybersecurity incidents
using forensic analysis techniques.

Assess information security risks in computing and
network environments.

Implement a vulnerability management program.

Address security issues with an organisation‘s
network architecture.

Understand the importance of data governance
controls.

Address security issues with an organisation‘s
software development life cycle.

Address security issues with an organisation‘s use of
cloud and service-oriented architecture.

  

One-on-one after course instructor coaching

Earn 29 CompTIA CEUs

Practice exam questions

Exam voucher included
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Eligibility

CompTIA Cybersecurity Analyst CySA+ Training is aimed at students seeking the CompTIA CySA+ certification who
want to prepare for the CompTIA CySA+ CS0-002 certification exam. The system generally supports candidates
working in or aiming for job roles such as security operations centre (SOC) analyst, vulnerability analyst,
cybersecurity specialist, threat intelligence analyst, security engineer, and cybersecurity analyst.
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Program Outline

  

Explaining the Importance of Security
Controls and Security Intelligence

Identify Security Control Types

Explain the Importance of Threat Data and
Intelligence

  

Utilizing Threat Data and Intelligence

Classify Threats and Threat Actor Types

Utilize Attack Frameworks and Indicator Management

Utilize Threat Modeling and Hunting Methodologies

  

Analyzing Security Monitoring Data

Analyze Network Monitoring Output

Analyze Appliance Monitoring Output

Analyze Endpoint Monitoring Output

Analyze Email Monitoring Output

  

Collecting and Querying Security
Monitoring Data

Configure Log Review and SIEM Tools

Analyze and Query Logs and SIEM Data

  

Utilizing Digital Forensics and Indicator
Analysis Techniques

Identify Digital Forensics Techniques

Analyze Network-related IoCs

Analyze Host-related IoCs

Analyze Application-Related IoCs

Analyze Lateral Movement and Pivot IoCs

  

Applying Incident Response Procedures

Explain Incident Response Processes

Apply Detection and Containment Processes

Apply Eradication, Recovery, and Post‑Incident
Processes
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Applying Risk Mitigation and Security
Frameworks

Apply Risk Identification, Calculation, and
Prioritization Processes

Explain Frameworks, Policies, and Procedures

Performing Vulnerability Management

Analyze Output from Enumeration Tools

Configure Infrastructure Vulnerability Scanning
Parameters

Analyze Output from Infrastructure Vulnerability
Scanners

Mitigate Vulnerability Issues

  

Applying Security Solutions for
Infrastructure Management

Apply Identity and Access Management Security
Solutions

Apply Network Architecture and Segmentation
Security Solutions

Explain Hardware Assurance Best Practices

Explain Vulnerabilities Associated with Specialized
Technology

  

Understanding Data Privacy and
Protection

Identify Non-Technical Data and Privacy Controls

Identify Technical Data and Privacy Controls

  

Applying Security Solutions for Software
Assurance

Mitigate Software Vulnerabilities and Attacks

Mitigate Web Application Vulnerabilities and Attacks

Analyze Output from Application Assessments

  

Applying Security Solutions for Cloud
and Automation

Identify Cloud Service and Deployment Model
Vulnerabilities

Explain Service-Oriented Architecture

Analyze Output from Cloud Infrastructure Assessment
Tools
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Compare Automation Concepts and Technologies
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Program Schedule

10-14 Oct 2022  - CompTIA Cybersecurity Analyst CySA+
Certification Training
Online Instructor-Led , 09:00 - 16:00 , UTC +03:00

24-28 Oct 2022  - CompTIA Cybersecurity Analyst CySA+
Certification Training
Online Instructor-Led , 09:00 - 16:00 , UTC +03:00

31-04 Nov 2022 Istanbul , Turkey CompTIA Cybersecurity Analyst CySA+
Certification Training
In-Class , 09:00 - 16:00 , UTC +03:00

21-25 Nov 2022 City of London , United
Kingdom

CompTIA Cybersecurity Analyst CySA+
Certification Training
In-Class , 09:00 - 16:00 , UTC +03:00

05-09 Dec 2022 Istanbul , Turkey CompTIA Cybersecurity Analyst CySA+
Certification Training
In-Class , 09:00 - 16:00 , UTC +03:00

12-16 Dec 2022  - CompTIA Cybersecurity Analyst CySA+
Certification Training
Online Instructor-Led , 09:00 - 16:00 , UTC +03:00
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