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Overview
  
The CISM training focuses on management IT security abilities and will prepare you to create, build, and maintain

your organization's security architecture. This training is tailored to help you succeed on your first try at the CISM
exam, and it is in line with ISACA's best practises. The CISA is intended for professionals who prefer to focus on the
administrative aspects of information security rather than the intricate inner workings of numerous information
security concepts. This training will prepare you to manage your IT organization's ongoing security, compliance,
and governance. You'll learn about the connection between an information security programme and broader
corporate goals and objectives.

What You Will Learn? Course Key Features
  

Prepare for and successfully complete the Certified
Information Security Manager (CISM) examination.

Create a plan of action for implementing an
information security strategy.

Manage and monitor risks to information security

Create and manage an internal and external
information security plan.

Implement policies and procedures for addressing and
recovering from disruptive and harmful information
security incidents.

  

Official ISACA Curriculum

After-Course Instructor Coaching

ISACA CISM Review 16th Edition Manual

ISACA CISM Exam Prep Tool

ISACA CISM Exam Voucher

Eligibility

This course is suitable for <br>- IT consultant, auditor, or manager <br>- Security policy writer <br>- Privacy
officer <br>- Information security officer <br>- Network administrator <br>- Security device administrator <br>-
Security engineers
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Program Outline

  

Information Security Governance

Introduction to Information Security Governance

Effective Information Security Governance

Governance and Third-Party Relationships

Information Security Metrics

Information Security Governance Metrics

Information Security Strategy

Information Security Strategy Development

Strategy Resources and Constraints

Other Frameworks

Compliances

Action Plans to Implement Strategy

Governance of Enterprise IT

  

Information Risk Management and
Compliance

Information Risk Management

Risk Management Overview

Risk Assessment

Information Asset Classification

Assessment Management

Information Resource Valuation

Recovery Time Objectives

Security Control Baselines

Risk Monitoring

Training and Awareness

Information Risk Management Documentation

  

Information Security Program
Development and Management

Information Security Program Management Overview

Information Security Program Objectives

Information Security Program Concepts

  

Information Security Incident
Management

Incident Management Overview

Incident Management Procedures

Incident Management Resources
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Information Security Program Technology Resources

Information Security Program Development

Information Security Program Framework

Information Security Program Roadmap

Enterprise Information Security Architecture (EISA)

Security Program Management and Administration

Security Program Services and Operational Activities

Controls

Security Program Metrics and Monitoring

Measuring Operational Performance

Common Information Security Program Challenges

Incident Management Objectives

Incident Management Metrics and Indicators

Defining Incident Management Procedures

Business Continuity and Disaster Recovery
Procedures

Post Incident Activities and Investigation

ISACA Code of Professional Ethics

Laws and Regulations

Policy Versus Law Within an Organisation

Ethics and the Internet IAB

Certified Information Security Manager
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Program Schedule
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